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Xact Web Portal: ForgeRock Mobile Authenticator App 
 

Xact Web Portal supports 3-factor authentication (3FA): 

Factor 1: Something you know  Password; 

Factor 2: Something you have  Certificate (WebCrypto); 

Factor 3: Something you are  Biometric feature granting access to the mobile ForgeRock-Authenticator-App. 

Xact Web Portal is phasing out the Gemalto-SConnect-Smartcard-Integration in favour of ForgeRock-
Authenticator-App support. The existing smartcard certificate to be converted to webcrypto certificate. 
 
The 3-factor authentication (3FA) solution provides better security and an increased user experience and is strongly 
recommended especially for MAS regulated customers. 
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Mobile ForgeRock-Authenticator-App migration / 
onboarding steps 
 

You must ensure that you have migrated from Smartcard (SConnect) to Browser (WebCrypto) certificates. 
If not already done, please follow the steps in Appendix 1 and only then continue with the next step. 
You must ensure that the ForgeRock-Authenticator-App is installed on your mobile Android or iOS device 
before continuing with the next steps. 

Android IOS 
 

 

 

 

https://play.google.com/store/apps/det
ails?id=com.forgerock.authenticator 

https://apps.apple.com/app/forgero
ck-authenticator/id1038442926 

 

If you have trouble installing the application please contact your OU administrator. 
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https://apps.apple.com/app/forgerock-authenticator/id1038442926
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There are two migration / onboarding scenarios:  

• Scenario 1. You might be required by your OU administrator to use 3-factor authentication (3FA) in 
which case the 3FA screens appears automatically during a login to Xact Web Portal. If you are 
already encountering "Please scan the QR code below […]" login screen with no option to skip, 
please ignore the steps described in scenario B) 

• Scenario 2. You might be free to opt-in at your own choosing and 3FA is not enforced on you by 
your administrator. To voluntarily opt-in, please navigate to your profile from the Xact menu. 

 

In your profile, click the  button at the bottom 

In the "My properties" section switch the "Skip Mobile App Registration” user property from the default 
"Yes" to "No" 

 

Submit the change using the  button and logout from Xact Web Portal. 
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If the "Mobile App Registration" is "Required" or if the property is "Optional" but the "Skip Mobile App 
Registration" is set to "No " then an authenticator app registration will be required when logging into 
Xact. This registration happens by scanning the displayed QR code using the ForgeRock-
Authenticator-App. 
The screenshot below shows the registration step.1 Please scan the code displayed during your login 
using the ForgeRock-Authenticator-App by clicking on the plus "+" button and scanning the QR code. 

 

Make sure an entry for Xact Web Portal appears in the ForgeRock-Authenticator-App on your mobile 
device. Only once confirmed, click the “I Confirm” button to continue in the login screen. 

 

1 The "Get Authenticator app" button leads to the support page with similar information provided in the pre-requisites section 
of this section B). 
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After confirming the registration of the device to your Xact Web Portal profile, you will be prompted for 
the Forgerock-Authenticator-App token / code. This code also known as TOTP code changes every 30 
seconds in the application and needs to be entered for a valid login. You have 10 attempts to correctly 
enter the code. 

 

The activation of the mobile authenticator app is finished if the “Submit” works successfully and if end 
up in Xact Web Portal or in any subsequent login screens. (for example, change password, change 
certificates etc…) 
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OU Administrator Mobile-Authenticator-App Migration 
Guide 
OU Administrators have the possibility to configure two OU properties for their Xact Web Portal users 

Mobile App Registration Property 

Not Allowed Disable Mobile Authenticator App usage for all users. Users cannot 
register the app to their Xact Web Portal profile. The registration 
screen is never shown. 

Optional This lets OU users decide individually to use / not use the mobile 
authenticator app. In this case the "Skip Mobile App Registration" on 
the user’s profile is used as an opt-in / opt-out switch for the end-
users. 

Required Requires OU users to use the mobile authenticator app. The 
registration screen is shown if not yet registered 

 

Skip Mobile App Registration Property 

Yes If Mobile App Registration is ‘Optional’ the user will not be prompted 
to register a Mobile Authenticator app 

No If Mobile App Registration is ‘Optional’ the user will be prompted to 
register a Mobile Authenticator app 

(this property is ignored if Mobile App Registration is Now Allowed or Required) 

 

To change the OU properties, navigate to the OU Properties (inside OU Details) using the Xact Web 
Portal menu: 
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Click on the  button at the bottom of the page 
Set the "Mobile App Registration" property to the desired value. (See value table above for details.) 

 

• Submit the change using the  button. A confirmation of this action is required using the 

 available to a second administrator. Finally, all users must logout and login to 
have the change applied to them. 
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Appendix 1. WebCrypto Migration (short version) 
To use the mobile authenticator app, a migration from Smartcard (SConnect) to Browser (WebCrypto) 
certificates is required first. 
If you are not using smartcards to login, please skip this section 
Use the menu and navigate to  User Management  My Credentials  

 

In the "Change Certificates" section of the "My Credentials" screen, the "Smartcard (SConnect)" option 
will be disabled and the "Browser (WebCrypto)" is pre-selected.  
To regenerate Browser (WebCrypto) certificates you need to: 

• provide a P12 backup password and a password confirmation 
• click on the change certificates button and confirm the action 
• keep the downloaded P12 and password in a safe place  
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Appendix 2. WebCrypto migration (detailed version) 
 
Login to Xact Web Portal using your smartcard as normal. 

In the navigator click on ‘User Management’ then ‘My credentials’ 

 

Now click on “Browser (webcrypto)” and enter a new p12 password. 

This p12 password will protect the backup p12 file that will be generated, please store this p12 password 
in a safe place, e.g. your password manager app. 

 

If the option “Browser (webcrypto)” is disabled/not-shown please contact your administrator to change 
your user to allow webcrypto credentials (refer to procedure “Re-grant Xact the user property to use 
webcrypto credentials”) 

Then click on “Change Certificates” 
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You will be prompted for your current Xact Web Portal user password 

 

Please wait 

 

Until this message appears: 

 
Please log-off from Xact Web Portal. 
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The webcrypto certificate has been stored in your browser, you can check on the Xact Web Portal login 
page. 

Your smartcard certificate previously looked like this : 

 

Now your webcrypto certificate looks like this: 

 

You can now login to Xact using this certificate, your Xact user password is still the same as before. 

1) Save your .p12 backup file 

 

Please browse to your browsers ‘Downloads’ folder: 

 

You fill see a .p12 file  

 

Please move this .p12 file to safe place, it is a backup of your certificate and if you lose your certificate 
stored in the browser you can import this .p12 file on the login page on Xact, using the .p12 password that 
you stored earlier in your password manager. 
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